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(54) Title: A METHOD AND SYSTEM FOR CALCULATING AND VERIFYING THE INTEGRITY OF DATA IN A DATA 
TRANSMISSION SYSTEM 
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switch TX off | 



Is the command a 'select' 
command containing a mask 



The reader calculates the first 
portion of the CRC based on tte 
mask value transmitted to the tag in 
the select command. 



The tag clocks its TX shift register 
together with the incoming mask data 
and performs a bit by bit comparison of 
the fag ID and the mask for 'n'biis as 
determined by the mask length. 
Simultaneously the ID is shifted Ihrough 
fhe tag CRC generator 



If Ihe mask and n' bits of the tag SD 
match then the tag sets its Selected flag 
and vraits for its turn to transmit as 
determined by the system arbitration 
algorithm. A pointer indicates foe 
pasta of Ihe next bit in the tag 
memory foSowing the last bit compared. 
The CRC generator retains its current 



When it is the tag's turn to transmit it 

stadsHs transmission from the bit A$ j/, e ^der receives the tag 

position indicated by the pointer. The ID transmission it continues from where 

is simultaneously shifted through the CRC m off, calculating the CRC on the 

generator, fhe CRC generator continues incoming message 
from its last position wiihovt reseiting. 



When the last ID bit is shifted out of tag 
memory the tag switches to shifting out 
'he CRC bits. When the last CRC bit 
has been shifted out the TX switches off 
completing the reply cycle. The CRC is 
calculated over the complete tag ID 
stored in memory even though only a 
portion of the ID was actually 
transmitted. 



Once the reader has received fhe 
me last message bit from the tag it 
corrpares the CRC transmitted by 
the tag with the CRC generated in 
the reader from the mask value 
transmitted by it and the data stream 
received from fhe tag. 



(57) Abstract: A method is described of calculating and verify- 
ing the integrity of data in a data communication system. The 
system typically comprises a base station and one or more remote 
stations, such as in an RFTD system. The method includes trans- 
mitting a select instruction from the base station to said one or 
more remote stations, the select instruction containing a data field 
which matches a portion of an identity or other data field in one 
or more of the remote stations; transmitting from a selected re- 
mote station or stations a truncated reply containing identity data 
or other data of the remote station but omitting the portion trans- 
mitted by the base station; calculating in the base station a check 
sum or CRC from the data field originally sent and the truncated 
reply data received and comparing the calculated check sum or 
CRC with the check sum or CRC sent by the remote station. A 
system and transponder is also described. 
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